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New Rules: Lessons from Memphis

Mark Frisse, MD

Vanderbilt University
MidSouth eHealth Alliance

http://www.volunteer-ehealth.org
http://www.volunteer-ehealth.org/frisse

http://www.mseha.org
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One million people in three counties

Tennessee borders 8 other states
Our initiative covers 3 counties and includes Memphis. 
1 million people
11% of one TennCare population visited more than on ED in a year
20 – 25% of hospital visits in Memphis are from Mississippi or Arkansas 
residents
There are multiple, vibrant, health exchange initiatives within the state
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Summary

• We have an operational system managed through a new non-profit 
organization (MidSouth eHealth Alliance)

• Comprehensive information – not just claims
• Members bound together by formal data-sharing agreements and 

user agreements (based on Markle Connecting for Health Framework)
• Over 14 separate institutions “publishing” data
• We take data in whatever format is available – no major burden on 

hospitals or other “publishers”
• In use in two emergency departments so far; more coming
• It will address the needs of all who seek care in all hospitals in the 

greater Memphis area; it is not plan-dependent
• Focused at present on individuals, not populations

4
© Vanderbilt University

If you visit an ED in Memphis

• You will be presented with a notification form
• You will have the opportunity to “opt out” at the institutional level
• Your providers are bound by formal user agreements
• Your providers have special secure IDs over and above their access 

methods to their in-house systems
• Institutions are bound by data-sharing agreements
• All is governed by a non-profit organization formed specifically for this 

purpose
• By-laws, technology, and policy all preclude any aggregate use of 

data at this time
• Most information from hospital visits since May, 2006 will be available 

when you seek care
• Transactions are heavily audited at site and centrally
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Chronology
June, 2004
• Governor formed six-month assessment project
October, 2004
• Received funding for data exchange project
October, 2005
• Demonstrated capability to exchange data across multiple institutions
• Began working with Markle Foundation data sharing agreement 

drafts through a weekly privacy and security group 
December, 2005
• Held state-wide workshop and identified issues (Dec.)
May, 2006
• Data sharing agreements signed; system in use
September, 2006
• National workshop:  http://www.mc.vanderbilt.edu/vcbh/ds/0606_privacy/
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Our approach

• We take a cautions, incremental approach
• We educate ourselves on HIPAA

Acknowledged that if we have problems now with HIPAA compliance – the 
HIE will NOT fix them

• We reconciled notification process; not consent process
• We identified where HIPAA was not enough 
• We concluded that patients’ rights were not a HIPAA issue
• We looked at other laws regarding specific data types

We found conflicts in how specific data types are “handled” according to 
state law

• We work with in-house counsels and HIM directors to understand 
how they deal with the conflicts in the law today

• When in doubt, we don’t share the data
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Policies take time & people

Our overall approach was to do as much work as we possibly could without incurring legal fees

MSeHA = Mid-South eHealth Alliance     P & S = Privacy and Security 

Examples:
In-house counsel
HIM departments
Privacy Officers
Security Officers
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It’s more than legal requirements
In addition to state and federal laws governing protected information:
• Composition of a terms and conditions within a data-sharing agreement
• User rights (e.g., “opt-out” policies; transparency; access)
• Participant rights and responsibilities
• Organizational obligations and liabilities
• Data use limitations
• Disclosure / consent
• Identification, authentication, authorization
• Data accuracy requirements; Data retention requirements
• Processes for auditing and enforcing compliance
• Physical security
• Audit requirements and obligations
• Recourse
• Non-repudiation 
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Our national discussions confirm our beliefs

• Stakeholder education and incremental experience
• System integrity and security

Includes auditing, enforcement, policies

• Authentication & authorization
• Consent
• Sustainability
• Liability
• Use limitations
• Technology / policy interdependencies

Source: http://volunteer-ehealth.org/frisse/frisse-policy-confidentiality/2006/09/workshop-case-studies-and-day-one.html
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It’s about local policy

• Major barriers are not legal; primary barriers are local 
policies and workflow! 

• Records are media, not paper…..(think Internet vs. book)

• People do not interpret / implement HIPAA uniformly
• Abstract discussions concerning pre-emption, protected 

health information, are important…but….
• We also know that the legal analysis will be ongoing and 

will include banking and consumer law as well as areas 
currently under investigation in many states

• We managed to execute agreements without a 
comprehensive, state-wide legal review
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Paving the Way: An Overview of the Common Framework for Health Information Exchange 

How privacy is protected:  
policy guides

Background Issues on Data Quality 

Authentication of System Users

Auditing Access to and Use of a Health 
Information Exchange 

Correctly Matching Patients with their Records 

Patients’ Access to their Own Health Information

Breaches of Confidential Health Information 

A Model Contract for Health 
Information Exchange Technical Code and Developers Notes

Medication History Standards

Laboratory Results Standards

Notification and Consent When Using a Record 
Locator Service 

Model Privacy Policies and Procedures for Health 
Information Exchange

Health Information Exchange: Architecture
Implementation Guide

Record Locator Service – Technical Background
from the Massachusetts Prototype Community

The Common Framework: Technical Issues 
and Requirements for Implementation

How information is exchanged:  
technical guides

Implementing the Common Framework in a Network

Technology principles Policy principles

The Architecture for Privacy in a Networked Health 
Information Environment 

Future technical guides …
Future policy guides …

Key Topics in a Model Contract 
for Health Information Exchange

The Markle Common Framework was essential
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You have to build it to really understand it
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Nothing elegant
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Detailed Notes
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Standards evolution: LOINC example
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After the funding, you need sustained leadership

• Governor Phil Bredesen was personally involved in the 
Memphis project

• He has taken similar positions with other members of 
Tennessee’s “portfolio of initiatives.”

• The Commissioner of Finance and Administration was 
personally involved regularly for many months

• The state committed significant sums of money to 
complement AHRQ funding

• The leadership of the community was engaged quickly 
and given control

• Local leaders advanced the privacy and business agenda
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Congratulations to all of you

• Findings are self-evident but have to be experienced 
collectively

Laws are not designed for the digital world
Interpretation of the laws differs
Policies differ
Execution of policies is variable

• Changes to laws take time
• Pre-emption is viewed with some skepticism
• Consent, use limitations are not sufficiently formalized
• Education and local policy development can be rapid
• The collateral benefit of discussions may be the “glue”

that holds regional efforts together
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